Abstract-Secure communication is considered as an integral part of next generation wireless implantable medical devices. In this work, we provide the symmetric cryptographic key generating approach by exploiting the randomness in received signal strength (RSS) for data encryption in an in-body network. The application of concern is the wireless modules for next generation leadless cardiac pacemaker with two units. For RSS based key generation method, both the units probe the wireless channel for RSS measurements within the coherence time and outputs the encryption key bits based on available randomness and quantization algorithm. To evaluate the available randomness in RSS measurements, the methodology of phantom experiments is adapted to emulate the cardiac cycle. It has been found that the measurements emulating the cardiac cycle can be approximated to follow the logNormal distribution. Moreover, a high correlation of RSS measurements is observed across the pacemaker units to generate a symmetric key whereas the eavesdropper link is found to be highly de-correlated. Based on the available randomness, the quantization algorithm generates 2-bits per cardiac cycle and requires 64 cardiac cycles to generate a 128-bit binary key string with an average mismatch percentage of 1 % over 1000 key runs.
I. INTRODUCTION
The technological advancements in wireless body area networks results in number of implantable and wearable medical devices. Among these devices the most notable are cardiac pacemaker and implanted cardiac defibrillators.
Pacemakers are implanted inside the human heart for treatment of cardiac arrhythmia's. There are about 0.7 million pacemaker implantation's worldwide [1] . Current versions of pacemakers contain subcutaneous implant (can) under the skin beneath the shoulder that is connected via wires through sub-clavian vein to the electrodes in right atrium and right ventricle. The next generation of these pacemakers is expected to be wireless between electrodes and subcutaneous implant. Fig. 1 shows the implementation of leadless cardiac pacemaker (LCP) in the right ventricle communicating with subcutaneous implant wirelessly 1 . The only available leadless pacemakers in the market are Medtronics Micra [2] and Nanostim-LCP, which are autonomous leadless pacemakers in right ventricle without subcutaneous implant.
The wireless nature of these leadless pacemakers is significant source of security risks and makes it more visible, facilitating eavesdropper to overhear the communication. Due to the sensitive nature of these pacemakers, it's essential to protect the communication between these pacemaker modules.
In [3] , Halperin et al exploits the wireless vulnerabilities to extract the patients data from pacemaker by using off the shelf programmer and antennas. A complete review of security and privacy concerns related to implanted medical devices is provided in [4] .
Several approaches are available in the literature to secure the wireless body area network (WBAN) communications, that includes techniques from traditional cryptographic algorithms to wireless physical layer security methods (PLS). This work focuses on physical layer security methods.
PLS methods exploit wireless channel to secure communication between legitimate parties. In [5] , Zhang et al provides a comprehensive review on key generation techniques from wireless channels. The concept of key generation from wireless channels was first introduced by Maurer in [6] . The commonly used parameters for key generation are Received signal strength (RSS), Angle of Arrival (AoA), Channel transfer function (CTF) and Channel Impulse Response (CIR). In [7] , a novel key generating architecture is provided for low power constrained devices. Similarly, in [8] [9] , an RSS based secret key generation method is utilized for on-body WBAN nodes. In context of wireless in-body area networks, most of the literature is focussed on generating the secret key by using common bio-metric feature like ECG, EEG and EMG [10] - [12] .
In this work, we utilize an RSS based secret key generation approach in context of wireless in-body network. Our used case application is next generation of leadless cardiac pacemakers which contains one leadless pacemaker unit in the right ventricle and the other subcutaneously implanted (see Fig. 1 ). These units probe the wireless channel during the cardiac cycle to extract the RSS measurements from channel transfer function in Ultrawide (UWB) frequency band which are then approximated with log-normal distribution to extract the random bits. The quantizer generates 2-bits from a single cardiac cycle. Phantom experiments are adapted to emulate the single cardiac cycle. By phantom experiments, we approximate the heart movement by moving the antenna to different spatial positions. Similarly, the blood in-and out flow from a ventricle is mimicked with adding and removing the blood phantom respectively. As it is not possible to emulate the dynamic flow of blood, thus we can only approximate the two levels of blood in a cardiac cycle i.e. when the RV is completelyfilled and empty. The approximation can be considered as a sensible choice because it provides the available extremes.
The rest of the paper is organized as follows. Section II provides system model and methodology followed by results in Section III. Section IV concludes the work along with our future directions.
II. SYSTEM MODEL AND METHODOLOGY
This section provides the system model and methodology used in our work. Fig. 1 shows the system model, where the leadless cardiac pacemaker (LCP) in right ventricle of human heart communicates with subcutaneous implant under the skin beneath the left shoulder. We name LCP as traditional Alice and subcutaneous implant as Bob, whereas Eve is outside the body in free space trying to eavesdrop the communication. The link between Alice-Bob and Alice-Eve is referred as AB-and AE-link respectively. Alice and Bob uses the UWB frequency band for wireless communication ranging between 3.1-5.1 GHz. First, the heart dynamics during a single cardiac cycle is explained followed by the measurement setup to emulate the cardiac cycle.
A. Dynamics of Cardiac Cycle
A cardiac cycle is the number of events that take place during a single human heart beat. The beat starts with arterial contraction, that pumps the blood to the ventricles. In the next phase, the ventricles contract and pumps the blood. The right ventricle pumps the deoxygenated blood to the lungs, whereas the left ventricle pumps the oxygenated blood to the body. After pumping the blood, the ventricles relaxes and again filled with the blood. During the entire cycle the right ventricle is first filled with blood and then emptied again. This contraction and relaxation of heart chambers during a cardiac cycle also causes the rotational back and forth displacement of a heart. To emulate a cardiac cycle, phantoms are developed that mimics the dielectric properties of human tissues/organs. The radio transmission path for AB link involves heart muscle, blood and fat. Thus, we develop the phantom for heart muscle, blood and fat in UWB frequency band. These phantoms are then filled in containers used for experimentation. Fig. 2 shows the containers filled with their respective phantoms.
B. Measurement Setup
The setup used for the channel measurements is shown in Fig. 3 [13] , [14] . Our experimentation setup includes, phantom containers to hold the liquid phantoms, Anechoic chamber to avoid surrounding contributions, Vector Network Analyzer (VNA) to generate sounding signal in UWB frequency band, a magnetic tracker to track the distance between transmitter and receiver antenna at different spatial measurement positions, and the positioner, to move the antenna to different positions. The VNA is controlled via software on a designated laptop. Once the equipment is in-place, the software on a laptop performs the initial calibration of coaxial cables and VNA. The temperature of a phantom is maintained at 24°C due to it's variation with temperature change. The phantom temperature at 24°C mimics the dielectric properties at body temperature of 37°C.
C. Channel Measurements
In order to perform the channel measurements, we used three set of UWB antennas. Two monopole antennas with quasi-omnidirectional radiation pattern are used for Alice and Bob respectively. Third antenna with same radiation pattern is used to replicate an eavesdropper outside the body. The Alice transmits the sounding signal to Bob, and resultant transmission reflection coefficient (S 21 ) is evaluated. With in a coherence time, Bob transmits the sounding signal to Alice and the transmission reflection coefficient (S 12 ) is measured. These transmission coefficients are used to depict path loss from Alice to Bob and Bob to Alice which are then transformed to RSS measurements. The RSS measurements are later used to generate a symmetric secret key at both the ends.
To approximate the cardiac cycle, we place the container filled with heart muscle and fat inside the anechoic chamber. As mentioned earlier, it is not possible to emulate the dynamic pumping of blood in RV, thus by adding and removing the blood container, the RV filling and emptying is approximated. First, the Alice antenna attached with positioner is submerged into the blood phantom, whereas Bob antenna is mounted inside the fat layer. The setup parameters are listed in Table I . In order to emulate the physical displacement of heart during a cardiac cycle, we moved the Alice antenna in different grid points in three dimensional space with Δx = Δy = Δz = 0.5 cm, having the maximum separation of 3 cm between spatial positions. This is because, we approximated that the cardiac displacement during a cycle is about 3 cm (back and forth). On each measuring point, the forward transmission coefficient (S 21 ) is first estimated, followed by backward transmission coefficient (S 12 ). Moreover at each measuring position, five snapshots are taken and averaged to avoid any errors.
Once the measurements with blood container are done, then it is removed safely to estimate the transmission coefficients for same measurement positions with out blood. Similar procedure is followed for Alice-Eve link measurement, in which, we fixed the Alice antenna inside the phantom and move the Eve antenna in different spatial positions. As we assumed that Eve is of passive nature, so it only measures the transmission coefficients from Alice to Eve. Fig. 4 shows the measurement positions for AB-and AE-link.
D. Received Signal Strength RSS
Received signal strength (RSS) for both forward and reverse link in terms of average coupling over N resolution points per spatial position can be expressed as;
where, P t is the transmitted power, l represents the spatial positions and H k (f ) is the channel transfer function in frequency domain over N resolution points (sampling frequency of 1.25 MHz) and is expressed as;
where |S i | and ∠S i are module and phase of the forward and backward transmission coefficients. Moreover, all the values below -90 dB are discarded, and are considered as noise. We consider the transmit power of 0 dBm, due to which path loss and RSS can be used interchangeably.
E. Secret Key Generation
To generate a secret key between Alice and Bob, they must exploit a common source of randomness in between them. In this work, we use the RSS measurements as a source of randomness.
1) RSS based key generation:
In case of RSS based key generation, the legitimate nodes probe the channel with in coherence time (time during which the channel response is flat) to obtain the channel transfer function (CTF). After probing the channel, both communication parties extract RSS from CTF. Once the RSS is depicted, both the communication parties apply the quantization algorithm based on a single or multilevel thresholding to generate the output binary key string. a) Channel Probing: As mentioned earlier, in this work we used the methodology of phantom experiments to approximately emulate the cardiac cycle. To mimic the heart movement we move the Alice antenna to different spatial locations and evaluate RSS for both Alice and Bob, with and without blood using (1). Fig. 5 shows all the RSS measurements evaluated during a single cardiac cycle in forward direction that is from Alice to Bob 2 . One can observe the random fluctuations around the mean. From statistical point of view, these fluctuations can be approximated as a normal distribution. Fig. 6 shows the histogram of the RSS measurement samples with an assumption of log-normal fitting. The log normal fitting parameters evaluated from the measurement samples are transformed into zero mean with standard deviation of 4.0423 dB, and can be expressed as N (0, 4.0423). In real case scenario (implanted pacemaker units), both Alice and Bob probes the channel for RSS measurements during the cardiac cycles for symmetric key generation. The randomness in RSS values is observed due to reflections from different human organs and tissues along with variation in inter-beat timings. In order to reduce the redundancy in generated bits, Alice and Bob do not sample consecutive cardiac cycles and follow an arbitrary selection of cardiac cycles for bits extraction.
b) Quantization Algorithm: This section shows the extraction of the random bits during a single cardiac cycle which can be provided by an entropy of a random source. Entropy of a normal distribution can be expressed as;
where σ is in linear scale. Equation (3) shows that during a single cardiac cycle, 2.713 random bits can be extracted. We model the quantization algorithm in such away that it extracts only 2 bits from RSS measurements 2 A similar figure can be represented for backward direction, which due to space constraint is not provided in a single cardiac cycle. It is based on an assumption that the RSS follows the log normal distribution. Thus, with given (μ, σ) for log normal distribution, we divide the probability density function into four regions, in such a way that cumulative probability density of each region is Table II lists regions with corresponding values of μ and σ. All the regions are then mapped into 2-bit gray code.
The quantization algorithm, samples 2-bits of gray code from each cardiac cycle by taking a single sample from different measurement points. Thus, in total 64 beats or cardiac cycles are required in order to generate 128-bits of binary key string. Moreover, we also assume that both the Alice and Bob are perfectly synchronized and samples a common RSS value during the cardiac cycle with in a coherence time. Also, they decide some arbitrary pattern of selecting cardiac cycles to be used for bit extractions, instead of using the consecutive cycles. This is to add the inter-beat randomness because of its variations, which depends on individual health, age and gender. The resultant inter-beat variations are also reflected in RSS measurements. 
III. RESULTS
This section focuses on the 128-bit binary key string obtained from quantization algorithm and how well, the key matches at both ends (Alice and Bob) and how much it de-correlates from eavesdropper. In order to generate symmetric key at Alice and Bob, high correlation between channel measurements is required. Thus, first we provide the correlation between Alice and Bob measurements followed by de-correlation of AE link from AB link. Then, a key -mismatch and -generation rates are provided.
A. Correlation between A-B nodes
In statistics, correlation defines the mutual relation ship between two random variables. Based on principle of radio channel reciprocity, if forward and backward transmission coefficients are measured within a coherence time then there exits strong correlation between forward and reverse channel measurements. The widely used pearsen correlation cofficient that shows the linear dependence between two random variables (RSS AB and RSS BA ) can be expressed by considering X = RSS AB and Y = RSS BA as;
where, l is the total measurement positions. Fig. 7 shows the pearsen-correlation between RSS measurements in both directions between Alice and Bob. All the measurements (AB and BA) lies in a straight line at an angle of 45°, showing the high correlation between them. The pearsen-correlation coefficient extracted from (4) for AB-BA link is 0.9963.
B. Correlation between A-E nodes
Eavesdropper RSS measurements needs to be highly de-correlated for a reliable symmetric key generation at Alice and Bob. Fig. 8 shows the correlation between AB and AE links. It is evident that the RSS measurements are scattered over an entire space showing highly decorrelated AE channel from AB channel. The pearsencorrelation coefficient extracted from (4) for AB-AE link is 0.404. The Eve measurements are taken with in a close distance of 10-27 cm from Alice. The correlation will further reduce with Eve movement away from Alice. 
C. Key Mismatch rate/Bit Mismatch rate (BMR)
To determine the BMR between Alice and Bob, first we generate 128-bit binary key string from 64 cardiac cycles. Once the 128-bit symmetric binary key string is generated at both ends, the hamming distance is evaluated, which shows the number of bits that vary between the key at Alice and Bob. In order to test the bit strings generated, we make in total 1000 runs. Thus 1000, 128-bit keys are generated between Alice and Bob. Each key pair (K Ai and K Bi ) is then evaluated for key mismatch rate, where K Ai and K Bi are the keys at Alice and Bob for a run i. Fig. 9 shows the hamming distance between the key at Alice and the key at Bob for 1000 generated keys. The empty spaces in Fig.9 , shows the key mismatch rate of zero, which means that both Alice and Bob perfectly generate a common symmetric key from RSS measurements. On average for all 1000 runs, the key mismatch percentage is found to be a very low with a percentage value of approximately 1 %.
D. Key Generation Rate (KGR)
The quantization algorithm generates 2-bit gray code from a single cardiac cycle. If we consider the normal human heart rate of 64 bpm, then for consecutive 64 beats, it will take 60 seconds for quantization algorithm to generate 128-bits.
IV. CONCLUSIONS & FUTURE WORK
This work focuses on securing the communication between leadless cardiac pacemaker (Alice) implanted in right ventricle of human heart and subcutaneous implant (Bob) implanted beneath the skin under the shoulder. In this work, we exploit the channel randomness between Alice and Bob to generate a reliable 128-bit binary key string. The key is generated by using the in-body randomness observed in received signal strength (RSS). We adopted the methodology of phantom experiments to approximate the real-application scenario of a cardiac pacemaker during a single cardiac cycle. This involves the development of different phantoms for heart muscle, blood and fat that mimics the dielectric properties of respective organs. The measurements are performed in UWB frequency band to determine the RSS values across different spatial positions with-and without blood. The resultant RSS values are then modeled with log-Normal fitting in order to obtain different quantization regions. Afterwards, the quantization algorithm generates 2-bits of gray code from each cardiac cycle, ultimately requiring 64 beats to generate 128-bits binary key string. The average key mismatch rate between communication parties is found to be about 1 % after 1000 runs of key generation. Our future work involves the key re-conciliation method in order to bring the key mismatch to approximately 0%. We are also planning to perform an in-vivo experiments to test the algorithm in real scenario.
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